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Introduction

It is the responsibility of CN4 to decide which protocol or set of protocols to select for the HSS-CSCF (Cx) interface.

This proposal considers related inputs from last Beijing meeting and suggests selecting only one common protocol for the Cx interface. The suggestion is to choose DIAMETER Base Protocol [1] with a „Cx-Extension“ for 3GPP purposes. 

Discussion

The information which will be transferred over the Cx interface is data. Both HSS and x‑CSCF can initiate data transfer hence peer-to-peer communication has to be supported as opposed to a client-server approach (like LDAP).

Functional groups have been identified in [3] based on [2] how the operations on the Cx interface can be grouped: Subscriber authentication, Location management and Subscriber data handling.

Both contributions [3] and [4] at CN4#6 Beijing meeting found that DIAMETER fulfills best the requirements among the protocols examined for the Cx interface, with some necessary extensions.

The advantage of using the DIAMETER Base Protocol is to have a robust container protocol for reliable data transfer. It is based on SCTP and supports proxy operation for the case of more than one instance of HSS. It is easy to define application specific extensions. DIAMETER supports up to 2^32 pending requests.

To demonstrate the simple definition of DIAMETER extensions an example for each of the above functional groups is presented in Annex A.

Siemens agrees to minimize the number of protocols for the Cx reference point for easier implementation and maintenance. Currently there is no IETF protocol, which is suitable for any of the functional groups without modification.

Proposal

The proposal is to put all the necessary definitions in one 3GPP Cx specific DIAMETER extension for all 3 functional groups.

The Cx interface protocol shall be the DIAMETER Base Protocol with the “3GPP Cx interface extension”.

CN4 shall be responsible to define the “3GPP Cx interface extension” for DIAMETER. The private extension has the advantage that it does not need IETF approval. Only a private extension ID (Vendor‑ID) needs to be assigned by IANA (Internet Assigned Numbers Authority).
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Annex A: Examples

Please note that these are only examples, the exact details shall be defined by CN4. For more details regarding flag values, standard AVPs (Attribute-Value Pairs) etc. refer to [1].

The generic message format is shown below. An example for 3GPP-Cx-xxx may be 3GPP‑Cx‑Query.

       0                   1                   2                   3

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |r r r r r r r r r r E I R| Ver |         Message Length        |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |                          Identifier                           |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |      Command-Code = <3GPP-Cx-xxx code, defined by CN4>        |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |           Vendor-ID = <3GPP-Cx, assigned by IANA>             |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |  AVP 1 ...

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |  AVP 2 ...

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      ...

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |  AVP n ...

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The generic private AVP format is shown next. An example for Cx-yyy may be Cx-CSCF-ID.

       0                   1                   2                   3

       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |           AVP Code  = <Cx-yyy code, defined by CN4>           |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |          AVP Length           |     Reserved        |P|R|V|R|M|

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |           Vendor-ID = <3GPP-Cx, assigned by IANA>             |

      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

      |    Data ...

      +-+-+-+-+-+-+-+-+

A.1
Location management example (Cx-Query)

<3GPP-Cx-Query> ::= < Diameter Header >

                             { Session-ID }

                             { User-Name }              ; Subscriber ID
                             { Cx-CSCF-ID }             ; P-CSCF
                             { Cx-Home }                ; Home domain
                             { Cx-Contact }             ; Contact name in visited nwk.
                           * [ AVP ]                    

                           * [ Proxy-State ]

                           * [ Route-Record ]

                           * [ Routing-Realm ]

                          0*1< Integrity-Check-Value >

<3GPP-Cx-Query-Resp> ::= < Diameter Header >

                             { Session-ID }

                             { User-Name }              ; Subscriber ID
                             { Result-Code }  ; Success of registration/already registered
                             { Cx-CSCF-ID }             ; S-CSCF if registered
                             { Authorization-Lifetime } 

                           * [ AVP ]                    

                           * [ Proxy-State ]

                           * [ Route-Record ]

                           * [ Routing-Realm ]

                          0*1< Integrity-Check-Value >

A.2
Subscriber data handling example (Cx-Pull)

<3GPP-Cx-Pull> ::= < Diameter Header >

                             { Session-ID }

                             { User-Name }              ; Subscriber ID
                           * [ AVP ]                    

                           * [ Proxy-State ]

                           * [ Route-Record ]

                           * [ Routing-Realm ]

                          0*1< Integrity-Check-Value >

<3GPP-Cx-Pull-Resp> ::= < Diameter Header >

                             { Session-ID }

                             { User-Name }              ; Subscriber ID
                             { Result-Code }            ; Success of operation
                             { Cx-User-Profile }        ; User profile
                             { Authorization-Lifetime } 

                           * [ AVP ]                    

                           * [ Proxy-State ]

                           * [ Route-Record ]

                           * [ Routing-Realm ]

                          0*1< Integrity-Check-Value >

A.3
Subscriber authentication example (Cx-Get-Auth-Info)

This is an example for the case of AKA:

<3GPP-Cx-Get-Auth-Info> ::= < Diameter Header >

                             { Session-ID }

                             { User-Name }              ; Subscriber ID
                             { Cx-CSCF-ID }             ; P-CSCF
                             { Cx-Home }                ; Home domain
                             { Cx-Contact }             ; Contact name in visited nwk.
                           * [ AVP ]                    

                           * [ Proxy-State ]

                           * [ Route-Record ]

                           * [ Routing-Realm ]

                          0*1< Integrity-Check-Value >

<3GPP-Cx-Get-Auth-Info-Resp> ::= < Diameter Header >

                             { Session-ID }

                             { User-Name }              ; Subscriber ID
                             { Result-Code }            ; Success of operation
                             { RAND }                   ; RAND
                             { AUTN }                   ; AUTN
                             { XRES }                   ; XRES
                             { CK }                     ; CK
                             { IK }                     ; IK
                             { Authorization-Lifetime } 

                           * [ AVP ]                    

                           * [ Proxy-State ]

                           * [ Route-Record ]

                           * [ Routing-Realm ]

                          0*1< Integrity-Check-Value >
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